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1. El espiritu de mivocacion
Gustavo Diaz Ordaz y Luis Echeverria Alvarez: Recuerdos amargos
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Miguel de la Madrid: Paso a paso, que vamos lejos
Carlos Salinas de Gortari: Control, inteligencia y seguridad
Zedillo, Fox y Calderén: El punto de quiebre

Enrique Pefia Nieto: Las oportunidades, por la borda Epilogo

© N o Uk WD

Mi gratitud a quien me acompafiara

FLORIAN SKOPIK (ED.) - COLLABORATIVE CYBER THREAT INTELLIGENCE: DETECTING AND
RESPONDING TO ADVANCED CYBER-ATTACKS AT THE NATIONAL LEVEL. — BOCA RATON: CRC,
2018
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1 Introduction Florian Skopik
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Capitulado:

1 Introduction
a. Crime by the Numbers
b. What to Do?

2 Why Worry About Organized Crime?
a. Differentiating Between Violent Extremists and Criminals
b. Analytic Approaches

Mali Case: Manifestation of the Crime—Terror Nexus

d. Mali Conflict Background and Evolution

e. Mali Mission Intelligence Assessment
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Capitulado
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Executive Summary

Introduction & Project Approach

Part 1: The Transformative Potential of Artificial Intelligence Implications for Military
Part 2: Learning from Prior Transformative Technology Cases

Part 3: Recommendations for Artificial Intelligence and National Security

Preserving U.S. Technological Leadership

Supporting Peaceful Use of Al Technology

Mitigating Catastrophic Rsk

Conclusion

Appendix: Transformative National Security Technology Case Studies Case Study #1:
Nuclear Technology

Case Study #2: Aerospace Technology

Case Study #3 Internet and Cyber Technology

Case Study #4 Biotechnology
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Capitulado:
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. Introduccién y vision general.

. Construyendo una taxonomia.

. Criterios para la seleccién de técnicas estructuradas.
. Descomposicidn y visualizacion.

. Generacion de ideas.

. Escenarios e indicadores.

. Generacidn y prueba de hipdtesis.

. Evaluacién de causa y efecto.

. Analisis de reto.



10. Gestion de conflictos.

11. Apoyo a la decisién.

12. Guia del profesional para la colaboracién.

13. Evaluacion de las técnicas analiticas estructuradas.
14. Visién del futuro.
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. Intelligence theory.

. Intelligence organizational structures.

. The intelligence research process.

. The scientific method of inquiry.

. Intelligence research methodologies.

. Idea generation and conceptualization.
. Unobtrusive data collection.

. Open sources of information.
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. Clandestine and covert sources of information.
10. Content analysis of qualitative data.

11. Qualitative analytics.

12. Target profiles.

13. Tactical assessments.

14. Vehicle route analysis.

15. Geographic analysis.

16. Quantitative analytics.

17. Displaying information in figures and tables.



18. Threat, vulnerability, and risk assessments.

19. Strategic intelligence assessments.

20. Decision support analysis.

21. Basics of defensive counterintelligence.

22. Ethics in intelligence research. Appendix: Critical values of Chi-Square distribution. Appendix:

Critical values of Chi-Square distribution.
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1. Who Poisoned Karinna Moskalenko?

- Case Narrative - Who Poisoned Karinna Moskalenko?
- Structured Analytic Techniques in Action.

2. The Anthrax Killer

- Case Narrative - The Anthrax Killer.

- Structured Analytic Techniques in Action.

3. Cyber H20

- Case Narrative - Cyber H20.

- Structured Analytic Techniques in Action.

3. Is Wen Ho Lee a Spy?

- Case Narrative - Is Wen Ho Lee a Spy?

- Structured Analytic Techniques in Action.

4. Justing with Cuba over Radio Marti

- Case Narrative - Justing with Cuba over Radio Marti.
- Structured Analytic Techniques in Action.

5. The Road to Tarin Kowt

- Case Narrative - The Road to Tarin Kowt.

- Structured Analytic Techniques in Action.

6. Who Murdered Jonathan Luna?



- Case Narrative - Who Murdered Jonathan Luna?

- Structured Analytic Techniques in Action.

7. The Assassination of Benazir Bhutto

- Case Narrative - The Assassination of Benazir Bhutto.

- Structured Analytic Techniques in Action.

8. Death in the Southwest

- Case Narrative - Death in the Southwest.

- Structured Analytic Techniques in Action.

9. The Atlanta Olympics Bombing

- Case Narrative - The Atlanta Olympics Bombing.

- Structured Analytic Techniques in Action.

10. The DC Sniper

- Case Narrative - The DC Sniper.

- Structured Analytic Techniques in Action.

11. Colombia’s FARC Attacks the US Homeland

- Case Narrative - Colombia’s FARC Attacks the US Homeland.
- Structured Analytic Techniques in Action.

12. Understanding Revolutionary Organization 17 November
- Case Narrative - Understanding Revolutionary Organization 17 November.
- Structured Analytic Techniques in Action.

13. Defending Mumbai from Terrorist Attack

- Case Narrative - Defending Mumbai from Terrorist Attack.
- Structured Analytic Techniques in Action.

14. Iranian Meddling in Bahrain

- Case Narrative - Iranian Meddling in Bahrain.

- Structured Analytic Techniques in Action.

15. Shades of Orange in Ukraine

- Case Narrative - Shades of Orange in Ukraine: Structured.
- Structured Analytic Techniques in Action.

16. Violence Erupts in Belgrade

- Case Narrative - Violence Erupts in Belgrade.

- Structured Analytic Techniques in Action.
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JAMES E. STEINER

Capitulado:

Introduction.

Part I. U.S. homeland security and U.S. intelligence

- Chapter 1: U.S. homeland security.

- Chapter 2: U.S. intelligence.

- Chapter 3. Intelligence support to policy formulation.

Part Il. Taking the offensive: intelligence support to the prevent mission

- Chapter 4. Federal agencies disrupt, dismantle and destroy terrorist groups abroad.

- Chapter 5. The FBI leads terrorism prevention at home.

Part lll. Securing the homeland: intelligence support to the protect mission

- Chapter 6. Defending the nation and protecting the borders.

- Chapter 7. The private sector dominates critical infrastructure protection.

- Chapter 8. Cybersecurity requires a whole of the nation effort.

Part IV. Preparing for the aftermath: intelligence support to the respond and recover mission
- Chapter 9. Strengthening the long tradition of local management with federal support.

- Epilogue: Intelligence support to homeland security.
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= Elempleo de la inteligencia naval para la seguridad nacional — Carlos Ortega Muifiiz.

= Meéxico como entidad geopolitica en América — Juan Guillermo Fierro Rocha.

= Lainteligencia militar contemporanea en México — Vicente Antonio Contreras Gémez.

=  Estructura del sistema de inteligencia militar - Rogelio Castellanos Franco.

= Colombia, mecanismos de cooperacién internacional en inteligencia militar — Dario
Enrique Cortés Castillo.
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= Modelos de cooperacion internacional en materia de inteligencia — Adolfo Alberto Laborde
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= Desarrollos tecnoldgicos en materia de inteligencia aeroespacial. Formacion de recursos
humanos en las dreas aeronautica y espacial - Asur Cortés Gémez.

= Elfuturo de la inteligencia aeronautica y espacial en México — Balan Gutiérrez Herrera.

= Qrganizacion Internacional de Policia Criminal (OIPC) — Carlos Diaz de Leon Martinez.

= Elflujo de informacién como mecanismo para el fortalecimiento de los instrumentos de
inteligencia y seguridad nacional - Luis Gustavo Arteaga Suarez.

= Espionaje industrial, tecnologia de uso dual y amenazas cibernautitas: una triada que
complica la seguridad nacional - Athanasios Hristoulas.

= Lavisidn geoestratégica mexicana: geopolitica e inteligencia - Alfredo Jalife Rahme.

= Escenarios de servicios de seguridad nacional e inteligencia con democracia en México
2020-2025. Un modelo para armar — Carlos Rodriguez Ulloa.

= Laimportancia de la informacién y la inteligencia en los modelos geopolitico
contemporaneos - Emilio Vizarretea Rosales.

= Entorno a la inteligencia, como método de analisis para la decisién — Javier Oliva Posada.

= QOrigeny evolucién del estudio, enseianza y difusidn de la inteligencia y la seguridad

nacional en México (1979-2013) — Edgar Ivan Espinosa Rodriguez.



= lainteligencia maritima y naval para la seguridad nacional — Sergio Ivan Cadena Lira.

= Laformacién de mandos de inteligencia en México - José Luis Calderén Arézqueta.

= Lainteligencia naval como coadyuvante a la seguridad nacional — Navio Alfonso Rodriguez
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MICHAEL WARNER -THE RISE AND FALL OFINTELLIGENCE: AN INTERNATIONAL SECURITY
HISTORY. -WASHINGTON, DC. GEORGETOWN UNIVERSITY, 2014.
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Capitulado:

Introduction

1. From ancient to modern.
2. Arevolutionary age.

3. As good as it gets.

4. Cold War: Technology.

5. Cold War: Ideology.

6. The liberal triumph?

7. The shadow war.

Conclusion: Intelligence all around us Works cited.
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1. Introduccién
1.1. Origen de este libro.
1.2. Fin tedrico y practico.
1.3. Objetivos.
1.4. Contenido.
2. EnTorno al "analisis critico" de Von Clausewitz aplicado al estudio retrospectivo para la
generacidn de nuevo conocimiento
3. Valoracién del estudio retrospectivo y lecciones aprendidas en historia de la inteligencia
3.1. Entre las filas de brumas y las columnas de humo: el estudio de la historia en el perfil del
analista de inteligencia.
3.2. El analisis de la experiencia y el aprovechamiento de los clasicos: lecciones aprendidas y
por aprender.
4. Seleccidn de titulos: estudiar historia, aprender de los clasicos y rentabilizar el pasado para
afinar el futuro.
4.1. Retrospectivas occidentales y orientales.
4.2. Transformaciones y revoluciones.
4.3. Aclarar conceptos, guiar en la investigacion.
4.4. Obtener, transformar y actuar: ciclos, procesos y analisis.
Bibliografia.
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COMPANION TO INTELLIGENCE STUDIES. -ABINGDON, OX. ROUTLEDGE, 2014.

Capitulado:

Part I: The evolution of intelligence studies

= The development of intelligence studies - Loch K. Johnson.

Part Il: Abstract approaches to intelligence

= Theories of intelligence: the stetae of play - Michael Warner.



= Cultures of national intelligence - Mark Phythian.
= The theory and philosophy of intelligence - Jennifer Sims.
= Strategists and intelligence - R. Gerald Hughes.
= The cycle of intelligence - David Omand.
= The evolving craft of intelligence - Robert David Steele.
Part Ill: Historical approaches to intelligence
= Signals intelligence - Julian Richards.
= Human intelligence - Len Scott.
=  Economic intelligence - Peter Davies.
= Measurement and signature intelligence - Matthew M. Aid.
= Open source intelligence - Stevyn D. Gibson.
Part IV: Systems of intelligence
= The United Kingdom - Michael S - Goodman.
= The United States - Stephen Marrin.
= (Canada - Andrew Brunatti.
= Australia - Frank Cain.
= France - Pierre Lethier.
= India - Rudra Chaudhuri.
= China - Nicholas Eftimiades.
= Japan - Ken Kotani.
= |[srael - Uri Bar-Joseph.
= Germany - Anna Daun.
= Russia - Reginald Brope.
=  Spain - Ruben Arcos.
Part V: Contemporary challenges
= Counterterrorism and intelligence - Neal A. Pollard and John P. Sullivan.
= Cybersecurity - Dave Clemente.
= Globalisation and borders - Zakia Shiraz and Richard Aldrich.
= Weapons of mass destruction - James J. Wirtz.
= Energy and food security - Petra Dolata.
= |ntelligence sharing - James Walsh.
= Communications, privacy and identity - Robert Dover.
= Intelligence oversight and accountability - Claudia Hillebrand.
= QOrganised crime - Peter Gill.
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Part 1. One- or two- Class session simulations

1.

6.

Estimating Iragi weapons of mass destruction: a ready-to-use simulation - William J.
Lahneman and Hugo A. Keesing.

Competing hypotheses in contemporary intelligence analysis - Julian Richards.

Facing intelligence analysts with ethical scenarios - Fernando Velasco and Rubén Arcos.
Spies and lies: the perils of collection -a simulation - Kristan J. Wheaton and James
Breckenridge.

Learning intelligence analysis: the development of cognitive strategies - Dan Mazare and
Gabriel Sebe.

Kim’s game: developing powers of observation and memory - William J. Lahneman.

Part 2. One-or two- Week simulations

7.

10.

11.

Cyber attack on the office of intelligence production: a collaborative simulation - Randolph
H. Pherson and Vaughn F. Bishop.

Market and competitor analysis: real exercise - Luis Madureira.

“Need to share” intelligence and crisis management in fighting terrorism and organized
crime: the need for integrated training solutions - Gheorghe-Teodoru Stefan and Cristian
Barna.

A 3-D intelligence analysis on migration as a security threat: from data to intelligence -
Irena Dumitru and Ella Ciuperca.

TEST simulation model: team working and experiential scenario-based training - Chris

Jagger and Julian Richards.

Part 3. Multi-week simulations

12.

Understanding Baynesian thinking: prior and posterior probabilities and analysis of

competing hypotheses in intelligence analysis - David Omand.



13.

14.

15.

Jointery versus tradecraft: the Brunel analytical simulation and alternative approaches to
intelligence analysis and analytical professionalization in postgraduate academic teaching -
Philip H.J. Davies.

Social intelligence survey: mapping the webs of embedded intelligence functions -
Wilhelm Agrell and Tobbe Petterson.

Multimedia intelligence products: experiencing the intelligence production process and
adding layers of information to intelligence reports - Rubén Arcos, Manuel Gértrudix and

José Ignacio Prieto.

JONATHAN SAMUEL LOCKWOOD -THE LOCKWOOD ANALYTICAL METHOD FOR PREDICTION
(LAMP): A METHODFOR PREDICTIVE INTELLIGENCE ANALYSIS. -NEW YORK, NY. BLOOMSBURY

ACADEMIC, 2013.

Capitulado:
Part One The LAMP in theory

1.
2.
3.

4.

The philosophy and steps of the LAMP.

A comparison of the LAMP with other techniques.

The initial use of the LAMP: case study of the former Soviet nuclear republics and nuclear
weapons.

Limitations and potential applications of the LAMP.

Part two The LAMP in practice

5.

7.

The future of Afghanistan: democracy, Islamic Caliphate, or warlord principalities? A
predictive study on possible Afghanistan, United States, and Taliban responses.
Candidate moves in the Levant: an analysis of the region’s geostrategic future using the
LAMP method.

The adaptability of the FARC and ELN and the prediction of their future actions.
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CARL J. JENSEN, lll, DAVID H. MCELREATH AND MELISSA GRAVES -INTRODUCTION TO
INTELLIGENCE STUDIES. -BOCA RATON, FL. CRC, 2013.

Intelligence
Studies

Capitulado:
Chapter 1. An overview of intelligence.
= History of intelligence in the United States.
= The IC today.
= Collection.
=  Barriers to analysis.
=  Analytical methods.
= Putting it all together: The intelligence cycle.
= Counterintelligence.
= Covert operations.
= Constitutional mandates-overview of executive, legislative, and judicial roles.
=  Writing and briefing for the intelligence community.
=  Military intelligence.
= Criminal intelligence and crime analysis.
= Threats and challenges for the Twenty-First Century.
=  Future of intelligence.
= Conclusion.
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ROBERT M. CLARK -INTELLIGENCE ANALYSIS: A TARGET-CENTRIC APPROACH. -WASHINGTON,
DC. CQ PRESS, 2013, 4A ED.

INTELLIGENCE
'ANALYSIS

)

Capitulado:

Introduction
=  Why we fail.
= What the book is about.
= Summary.
Part 1 Introduction to target-centric analysis
= The intelligence process.
= Defining the intelligence problem.
=  An analysis approach to the target.
= The analytic spectrum.
Part 2 Synthesis: creating the model
=  QOverview of models in intelligence.
= Sources of intelligence information.
= Evaluating and collecting data.
= Collection strategies.
= Denial, deception, and signaling.
Part 3 Predictive analysis
= Analytic methodologies.
=  Prediction.
=  Predictive techniques.
= Shaping forces.
= QOrganizational analysis.
= Technology and systems analysis.
= The intelligence customer.
=  Managing analysis.
Appendix I: A tale of two NIE [National Intelligence Estimate].
Appendix Il: Example project plan.



KATHERINE HIBBS PHERSON AND RANDOLPHH. PHERSON -CRITICAL THINKING FOR STRATEGIC
INTELLIGENCE. -LOS ANGELES, CA. SAGE / CQ PRESS, 2013.

Capitulado:

Foreword - Charles E. Allen. - Introduction.
Part I. How do | get started?
=  Who are the customers?
=  What are the key questions?
=  What is the broader context for analysis?
= How should | conceptualize my product?
=  What is my analytic approach?
= Can collaboration contribute to a better answer?
Part ll. Where is the information | need?
= How do models help my analysis?
= What types of information are available?
= Can | trust my sources?
= How should | evaluate sources on the Internet?
Part lll. What is my argument?
=  Are my key assumptions well-founded?
= Can | make my case?
= Did | consider alternative hypotheses?
= How do | deal with politicization?
= How might | be spectacularly wrong?
Part IV. How do | convey my message effectively?
= |s my argument persuasive?
= How should | portray probability and levels of confidence?
= How can graphics support my analysis?
= How do | present my message in the most compelling way?
= How do | know when | am done?

Part V. Case studies



= Countering the Iranian nuclear threat: Stuxnet and its broader implications.
= Puzzling food poisonings in Germany.

= The end of the era of aircraft carriers.

=  Financial crisis in the United States: Chronic or avoidable?

=  Yemen: The next Afghanistan?

=  Glossary of terms.

Recommended readings.

LOCH K. JOHNSON (ED.) —INTELLIGENCE. CRITICAL CONCEPTS IN MILITARY, STRATEGIC &
SECURITYSTUDIES (VOLUME I: THE COLLECTION AND ANALYSIS OF NATIONALSECURITY
INTELLIGENCE). ABINGDON, OX. ROUTLEDGE, 2011.

INTELLFMEMCE

Capitulado:
Part 1. Legal foundations
= National Security Act of 1947: Central Intelligence Agency.
Part 2. History
= The evolution of the U.S. Intelligence Community: an historical overview - Phyllis Provost
McNeil.
=  Whatever happened to the KGB? - Joseph L. Albini and Julie Anderson.
= Intelligence and the Iraqi threat: British joint intelligence after Butler - Michael Herman.
Part 3. Theory and method
= Wanted: a definition of "intelligence": understanding our craft - Michael Warner.
=  Bricks and mortar for a theory of intelligence - Loch K. Johnson.
= The study of intelligence in theory and practice - Len Scott and Peter Jackson.
= Adistinctive U.S. intelligence identity - Michael A. Turner.
= The UK's not quite so secret services - Nigel West.
= Cloaks, daggers, and ivory towers: why academics don't study U.S. intelligence - Amy B.
Zegart.
Part 4. Intelligence collection
=  What's wrong with the Intelligence Cycle - Arthur S. Hulnick.

= The technical collection of intelligence - Jeffrey T. Richelson.



=  The future of American espionage - Frederick P. Hitz.
= Sailing the sea of OSINT in the information age: a venerable source in a new era - Stephen
C. Mercado.
Part 5. Intelligence analysis
= A policymaker's perspective on intelligence analysis: insightful interviews - Jack Davis.
= Analysis, war, and decision: why intelligence failures are inevitable - Richard K. Betts.
= ClIA analysis of the 1967. Arab-Israeli War: getting it right - David S. Robarge.
Part 6. Intelligence and decisions
= Intelligence, policy, and the war in Iraq - Paul Pillar.

=  Policy-makers and intelligence analysts: love, hate or indifference? - Richard K. Betts.

LOCH K. JOHNSON (ED.) —INTELLIGENCE. CRITICAL CONCEPTS IN MILITARY, STRATEGIC
&SECURITY STUDIES (VOLUME II: COVERT ACTION: THE AGRESSIVE ARM OF NATIONAL SECURITY
INTELLIGENCE). ABINGDON, OX. ROUTLEDGE, 2011.

Capitulado:

Part 7. An overview
= Ondrawing a bright line for covert operations - Loch K. Johnson.
= Covert action: swampland of American foreign policy - Frank Church.
= Covert action can be just - James A. Barry.
Part 8. History
= (OSS operations in Norway: skis and daggers - William E. Colby.
= A history of covert action - Anne Karalekas.
= The CIA assassination plot in the Congo, 1960-61 - The Church Committee.
= History held hostage: the Bay of Pigs report in context - Peter Kornbluh.
= Recollections of a case officer in Laos, 1962-1964: no drums, no bugles - Richard L. Holm.
= Chile, 1970 - Michael Grow.
= Interfering with civil society: CIA and KGB covert political action during the Cold War -
Kevin A. O'Brien.
Part 9. Implications

= The logic of covert action - Bruce D. Berkowitz and Allan E. Goodman.



= Covert action and unintended results - Gregory F. Treverton.

Approval and review of covert action programs since Reagan - William J. Daugherty.

ClIA's leadership and major covert operations: rogue elephants or risk-averse bureaucrats?
- Todd Stiefler.

= Covert action's proper role in U.S. policy - John B. Chomeau.
Part 10. Controlling covert action

=  Witness testimony, 'The Iran-contra affair' - The Inouye-Hamilton Joint Committee.

=  Report of the President's Special Review Board - The Tower Commission.

=  Remarks, "Legislative oversight of intelligence activities: the U.S. experience" - Robert M.
Gates.

= The rise of the shadow warriors - Jennifer D. Kibbe.

LOCH K. JOHNSON (ED.) —INTELLIGENCE. CRITICAL CONCEPTS IN MILITARY, STRATEGIC &
SECURITY STUDIES (VOLUME Ill: COUNTERINTELLIGENCE: SHIELD FOR NATIONAL SECURITY
INTELLIGENCE). ABINGDON, OX. ROUTLEDGE, 2011.

Capitulado:

Part 11. An overview
= What are we talking about when we talk about counterintelligence? - John Ehrman.
= Intelligence, counterintelligence, perception, and deception - Robert Jervis.
Part 12. History
= (0SS and the Venona decrypts - Hayden B. Peake.
= Soviet deception in the Czechoslovak crisis - Cynthia M. Grabo.
= Soviet deception in the Cuban missile crisis: learning from the past - James H. Hansen.
= Cold War spies: why they spied and how they got caught - Stan A. Taylor and Daniel Snow.
Part 13. Personalities
= The theorist: James Jesus Angleton - Robin W. Wink.
= Tolkachev, a worthy successor to Penkovsky: an exceptional espionage operation - Barry
G. Royden.
Part 14. Tradecraft



= Anassessment of the Aldrich H. Ames espionage case and its implications for US.
Intelligence - Select Committee on Intelligence.

= Counterintelligence: the broken triad - Frederick L. Wettering.

= The ten commandments of counterintelligence: a never-ending necessity - James M.
Olson.

= Intelligence and law enforcement: the "spies are not cops" problem - Arthur s. Hulnick.

Part 15. Counterterrorism

= Road map for national security: imperative for change The Phase Ill report of the US.
Commission on National Security / 21st Century, March 15, 2001 - The Hart-Rudman
Commission.

= The use and limits of U.S. Intelligence - Frank J. Cilluffo, Ronald A. Marks, and George C.
Salmoiraghi.

= The intelligence war against global terrorism - Richard L. Russell.

= Final Report of the National Commission on Terrorist Attacks Against the United States -
9/11 Commission.
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